JUL 23. 2008 1 0:25AM EAP&D 61? 227 4420 



NO. 6719 P. 7 



(12) INTERNAJJIONAL APPUCATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCX) 



(19) World Intellectual Property Organization 
Inimaiional Buredo 

(43) Interdation^I Publication Date 
4 April 2002(04.04^002) 




PCX 



(10) International Publication Number 

wo 02/28127 Al 



(51) iDterofitiondl Patent Classiftcation': H04Q 7/20, 
H04M 11/10, 3/42, G06F 15/16 

(21) iTiternatioDaiApplicDtiOfi Number: PCT/OS0iy30771 

(22) Interttationdl Filing Date: I Ociober 2001 (01.10.2001) 

(25) Filing Language: English 

(26) Publication Ldngoage: Bn^sh 

00) Priority Data: 

09/675,609 79 September 2000 09.(192000) US 

(63) Related by continuation (CON) or contiiiuatiOiiMn^part 
(CIP) to earlier application: 

US 09/675,(509 (CON) 

Filed on 29 September 2000 CJ9,09:2000) 

(71) AppHcant (fbr all designated Stat$s Mept USJ: POSTINI 
CORPORATION [US/US]; 633 Veterans Blvd. 5oi» Q 
Redwood City, CA 94063 (US). 

(72) Inventors; and 

(75) Invctitors/Appllcaints (fcr US only): IRLAM, Gordon 
Raymond [GB/US]; 326 A Street, Redwood aty, CA 



94063 (US), MAGGI, Brian [US/USJ; 10631 Cmtt 
Mve, Cupertino, CA 95014 (US). 

(74) AgentJ KREBS, Robert, E.; Bums. Doane, Swecker & 
Mathis, LLP, P.O Box 12104, Alexandria, VA 22313 (US). 

(«1) Designated States (mUonal): aE, AG, AL, AM, AT, AU, 
AZ, BA, BB, BG. BR. BY, B2:, CA, CH, CN, CO, CR, CU, 
CZ, DE, DK, DM, DZ, EC EE. ES, FI, GB, GD. GB. GH, 
GM, HR, HU, ro. IL, IN, K, JP, KB. TO. KP, KR, K2, LC, 
LK, LR. LS, IX, LU, LV, MA, MD, MG, MK. MN, MW. 
MX. lie; N0» NZ, PH. PL. PT, RO, RU, SO, SB» S G, SI, 

sk, sl, ti, tm. tr. tt, tz, ua, ug, us , uz; vn, yu. 
2:a,zw. 

(84) Designated States (f^gionaij: ARIPO paiem (GH, GM, 
KE LS, MW. MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian 
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ,TM), European 
patent (AT. BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, 
rr, LU, MC NL, PT. SB, TR), OAPT patent (BF, BJ, CP, 
CG, CI, CM, OA. Oti, GQ, GW, ML. MR, NE, SN, TD, 
TG). 



Poblished: 

— wUh int^ncHonal search report 



{Continued on next page] 



(54) Title: VALUE-ADDED ELECTRONIC MESSAGING SERVICBS AND TRANSPARENT IMPLBMBNIATION THEREOF 
USING INTERMBDLVIE SERVER '^^^r 



r5 




I tHnovOHOWOR 



i 



(57) Abstract: The present invention provides for a centmljzed, prepiotessing electionic messaging solution that performs value- 
added tasks m eliXtionic messages on behalf of iht ISP or the end user (USER A), befbie these messes aie delivered co the desti- 
nation emaU server (DNS). The service can detect and detain damaging or unwanted messages, such as spam, vimscs or other jonk 
email messages, aqd njule electtonic messages from various sources ccwcring a variety of topics to wired (WIRED) and wireless 
(WIRELESS) destinabons. apart from the intended recipient email address, in varions formats. 



PAGE M2'RCVDAT7/23f200810:25:04 AM [Eastern D^^^^ 



JUL. 23. 2008 10:25AM EAP&D 61? 227 4420 NO. 6719 P. 8 
WO 02/28127 Al liiillili.iliiilli^^^^^^^ 

— before (he eviration cf the iim$ limit for amending the Fot ti^a-letter codes and other (tbbruviaHons, nfir to the ''Quid- 

claims and lo be republished in the event of receipt of ance Notes on Codes and Abbreviations' appearing at the begtn- 

amendments ning qf each regular issits of the PCV Gaxetle. 



PA6E8l42*RCVDAT7f23l2()ll8 10:25:04 AH [Eastern Daylight rim^^ 



JUL 23. 2008 10:26AM . EAP&D 617 227 4420 
wo nmni 



NO. 6719 P. 9 

FCTAJS0l/307n 



RECEIVED 
CENTRAL FAX CENTER 

■1- JUL 2 3 2008 

VALUE-ADDED ELECTRONIC MESS AGING SERVICES 
AM) TRANSPARENT IMPLEM^ 

USING INTERMEDIATE SERVER 
BACKGROUND OP THE INVENTION 

5 field of the InveDtion 

Tbe present hiveation relates to electromc messagiog srodti as email. 
State of tbe Art 

The adoptioiL of email has occurred at an usprecedeaoted pace. Of routine 
computer users, most now have or soon will have an email address. Many have 

10 more than one email address, e.g., one for work and another for home. Email 
offers mxparalleled convenience of written communication. 

Besides ubiquitous email, another powerful trend is wireless access via a 
variety of wireless devices, e,g, , cell phones, pagers, hand-held computers such as 
Palm and Windows CE devices, etCi Service-specific email gateways allow an 

15 email message to be sent from the Internet to a particular wireless device. In Hie 
case of a Spriot PCS phone, for example, an email may be addressed to 
#@sprmlpcs.com, where # represents the telephone number of the phone. Despite 
fliis capabiliiy, wireless messaging is greatly complicated by the lEact ftiat a person 
may have multiple wireless devices, and that at a given time, the sender has no 

20 way of Imowmg the person's whereabouts or preferred method of message 

delivery at that time, let alone the address specifics pertaimqg to each gateway. 

For example, the person may be in die office, in which case desktop email 
would be preferred, on the road staying at a hotel, in which case cdl phone email 
might be preferred, or on the road away from a major metropolitan area, in whidi 

25 case pager email (which has nationwide coverage in the US) might be preferred. 
This situation, referred to herem as die ''multiple email box conundrum,'' is 
illustrated in Figure 1 . An intended recipi^t B of an electronic message may 
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receive electronic messages through one or more wired devices and/or one or 
more wireless devices, which may include some or all of the foUowmg: an ISP 
mail account, a free web mail account, a PDA mail account, a cell phone 
subscription^ and a pager subscription. In each instance, email is delivered 
5 through a different server or gateway connected to the Internet^ i.e. , a ISP mail 
server, a portal mail server, a PDA mail server, a cellular gateway and a paging 
gateway. Amessageoriginator A niay, at various times» use some or all the 
devices meniioned to send an electronic message. In the multiple email box 
conundrum, the message originatDr needs to know which email address to use to 
10 . readi the user. In turn, the redqpient must monitor all accounts and devices to 
keep track of critical infbnnation. 

Forthennore, in die case of a wireless network gateway, the whreless 
gateway will ^ically strip off any email attachments, usually without any 
notification to the user. 
15 Note that, in Figure 1, wired devices may be stand-alone or LAN-based. 

In the case of stand-alone devices, connection to the Intemet is typically dial-up 
access through an KP, In the case of a LAN-based device, a server on the LAN 
may be connected to the Internet fhiough an ISP or dkectly to the Intemet without 
flie involvement of an ESP. 
20 Neither ISPs nor wireless providers are well-positioned to offer a complete 

solution to the electronic messaging problem. ISPs are pruitarily focused on new 
customer acquisitiatt and often do not have enough users to attract wireless 
partners. In die case of wireless providers, users are genw^ally unwilling to switch 
their primary email address. And wireless vendors are generally unable to 
25 integrate with existing email s^ces. 

Widi the widespread adoption of email, there has also occurred the 
pioliferation of junk email, or ''spam." Correntty, of the huiKbeds of miUions of 
email messages sent each day, about 30% of those messages may be exp^tei y;> be 
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jujok email. Figure 2 illustrates ^spamming" of the user of Figure 1, Various 
cojiipaiiies (e.g. , Brightmail Iiic. of San Francisco, CA) have addiessed the 
problem of junk email by providing email filtering software that attenipts to 
identify and discard junk email. Typically, such software resides on a destination 
5 eooail server: Such a solution does not scale weD; i.e., iflstalliTig ^ maintaining 
email filtering software on email servers grows increasingly difficult as die number 
of email servers multiplies. 

Because of die resources required to install and iriaifTfa^yn an email s^er, 
various companies have emerged offering email outsourcing in which the ^maii 

10 serverispxovidedby a third party outside die organization. Email outsourcing 
off-loads die responsibility for providing and i^i^i m^j-nTiig ^^t\ service without 
necessitating any change in domain or email addresses. Email is retrieved from an 
oflf-site email server provided and maintained by the email outsouxcrag company. 
One ejcample of an email outsourciug company is United Messaging Inc. of 

15 Malvern, PA, Despite such axraAgements, the multiple email box conundrum and 
the junk email problems remani. 

Accordingly, a need exists for a scalable, transparent solutioa to the junk 
email problem. Also, a need exists for a unified messaging solution, embracing 
wireless messaging, that addresses the foregoing drawbacks of the prior art. 

20 SUMMARY OF THE INVENTION 

Hie present invention, generally speaking, provides for a unified electronic 
messaging solution in which individual, configurable user profiles are used to 
rout© and deliver electronic messages flrom various sources, wired and/or wfreless, 
to various destinations, wired and/or wireless, in various formats. For example. 

25 the subject line of an electronic message may be sent to a user's pager, while an 
abbreviated version of the message is sent to the user*s PDA having 
wkeless-connectivity and the full dectronic message is sent to the user*s woiku 



PAGE 11/42 ' RCVD AT 7/2312008 10:25:04 AM [Eastern Daylight Time]' SVR:USPTO{FXIV4/40' DNiS:2738300' CSID^ ' DURATION (min-ss):05H58 



JUL 23. 2008 10:26AM EAP&O 617 227 4420 

wo 02/28127 



NO. 6719 P. 

PCT/DSOl/30771 



The mufied electronic messa^g solution may be deployed by ISPs witlun tbe 
existing Internet infcastnicture. More preferably, scalability is greatly enbanced 
by providing (e.g., as pan of a Network Operations Center, or NOC), an 
intermediate server that precedes a destination server on an electronic message 
5 delivery path. Tbe electronic n[iessagiag solution aUows provides for perfo 

of a variety of vahie-added services, such as jnnk email filtering, recipient-directed 
message routing, including ydreless delivery to any of a vari^ of wireless 
devices* rich media services snch as attachment preview, etc, Bi the latter 
embodinie(at, the operator of the intecmiediate server fh^^re functions as an 
10 Electronic Messagn^g Service Provider OBMSP). Preferably, flie intemediate 
server is hiser ted into the electronic message delivery path by nhangiTig a DNS 
(Domain Name Server) entry pemhiing to the destination CTiailser^ Asa 
result, no new hardware or software is required for users or ISPs. Because a 
single NOC including the intermediate server can serve far-flmag geographic 

15 regions, scalability is achieved. The ease of inserting the intermediate server into 
the electronic message delivery pafii enables self enrolhuent by ISPs (fatemet 
Service Providers) in a cooperative services program (that may involve revenue 
sharing), enabling effective penetration to second-tier ISPs, which are extremely 
namerons. In one embodiment^ junk enoiail, instead of being deleted without 

20 notificatioii, is posted to a user-accessible web site where it is kept for a period of 
time. A user therefore has an opportunity to verify that the diverted messages are 
indeed junk email. Throu^ the web site, a user may create a profile governing 
the forwarding of messages. Prefisrably, the web site is accessible both from ttie 
desktop and from die wireless de9ices themselves, fnahjjf^ real-ljme update of the 

25 profile by the user or by agent software. 
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BRBBP DESCRIPTION OF THE DRAWING 

The present invention may be furtber ^derstood from the fonowing 

description in conjunction with the appended drawing. In the drawing: 

Figure 1 is a diagram ainstrating the multiple email box coimndrtun; 
5 Fjignre 2 is a diagram illustrating "spamming" of the user of Figm-e 1; 

Figure 3 is a diagram of one embodimant of a unified message delivery 
system; 

Figure 4 is a block diagram of one embodiment of the intermediate 
server(s) of Figures; 

10 Figure 5A is a more detailed block diagram of one embodiment of the 

serverof Figure 4; 

Figure 5B is an alternate diagram of one embodnnent of the server of 
Figure 4; 

Figure 6 is a diagram of an exemplary embodiment showing a 
configuration scre^ display that may be used to configure the unified 
message delivery system; and 

Figure 7 is a diagram emphasizipg end user configuration and m^ i'i 
processmg. 

DETAILED DESCMPTION OF THE PREFERRED EMBODIMENTS 
Referrmg now to Figure 3, a diagram is shown of one embodiment of a 
unified message deUvery system. The system provides for a service that allows 
the user to define where messages are routed across multiple devices, which 
portioiDS of messages are routed to which devices, etc. The system allows for 
ready integration with an end-user's primary email service and is end-usesr 
configurable. 

As compared to Figure 1, in whidbt the electronic message delivery path 
proceeds through the Internet directly to one of a muhiplicity of servers or 
gateways, in the system of Figure 3, an intennediate preprocessing service 301 is 
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inserted into fbie message delivery path. The intetmediate preprocessing service 
301 preferably coinprises an NOC tododing an array of mail handling machines, a 
database, a file Store, web servers and miHty machines. The intermediate pie- 
processing service 301 is in torn connected to the various servers and gateways of 
5 Pigutel.incliiding, for example, a iwer'spriniary ISP 303. if a^ Such 
connection typicaUy also oowsthroug^iflielnteinet (305). The coHection of 
servers and gateways 307 provide email access for a variety of whred and wireless 

I 

client devices 309, wWch may include, for example, a main email system 
(typically a home or o£5ct desktop compute), a free web-based mail system (e.g. , 
10 Yahoo or the like), a PDA (e.g., Pahn VH), a ceU phone and a pager. A typical 
dsk: will use two or more of the foregoing electronic message delivery options and 
some users wiH use most or all of diese options. 

By established user-defined preferences, the user is able to control the flow 
of messages to the various devices.. Preferences are configured using web browser 
15 software to create or modiiy a user proffle. User promos are stored in a relational 
database (not shown) accessible to the iutennediate pre-processing service. Note 
that end-user configuration may occur via any web^bled device, either wired or 
wireless. Wireless web access may be supported using technologies 
presently-known in ihe art such as Palm's "web clipping" technologies, the 
UPLmk server suite of Phone.com of Redwood Qty. CA, Wireless Application 
Protocol (WAP) -enabled cellphones, etc. 

To take a concrete example, there may be three emaU messages deUvcred 
to the intennediatB pre-processing service 301 for a particular user, an urgent 
message, a message ftom die user's boss, and a message fitim die user's ftlend. 
In fliis example, the email from the user's Mend might be delivered to foe user's 
main enoail system and to foe user's fiee web mail system The email 6om foe 
user's boss might be ddivered to foe user's PDA. The urgent message might be 
delivered to foe user's cell phone and to the user's pager. 
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Figure 3 illustxates the different manner of operation of the message 
deliveiy system of Figure 3, including the intramediate pre-processing service 301, 
as compared to the conventional electronic message delivery path of Figure 1. 
Say, for example, tbatuser A, (e.g., Sue@8tandford.edu) wishes to send a «uail 
5 to user B (e,g., Tom®aol-com). Sue uses an email program to create, address and 
the email. The mail is sent from Sue's computer to the local server for 
Sue's coxrpiter, which may reside on Sue's local area network or at an ISP. The 
local mail serv^ queries a Domain Name Server (DNS) 311 to obtain.the IP 
address for Toni@aQl.com- Noxmally, the local mail server uses the IP address 
10 returned by DNS to send the «nafl to the destination email server for Tom's 

computer, (e-g-, mail.aoI.com). The email is then delivered to Tom's computEr. 

In one embodiment of the present system, the normal electronic message 
delivery path is broken and flie intermediate pre-processing service 301 is inserted 
into the electronic message delivery path. This result is easily accomplished by 
15 modifying tite appropriate DNS record (such as the MX-mail exchange-record, 
for example) to point to the intermediate preprocessing service 301 instead of the 
destination Miail server (e.g., 303). In this manner, the electronic message 
delivery path is modified such that the intermediate pre-processing service 303 
handles all of the electronic messages that would otherwise have been bandied by 
20 the destijoation email server. 

Given the ease with which the intermediate pre-processing service may be 
inserted into the message deliv^ path, the enroDmeait of btemet Service 
Providers QS?s) in cooperative messaging service agreements with the opemtor of 
the intermediate pre^jrooessing service (Electronic Messaging Service Provider, or 
25 BMSP) may be automated to a great extent. For example, the ISP may visit the 
web site of EMSP, indicate assent to terms and conditions, and specify billing 
information and a service start date. 
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Prior to the sexvice start date, Hie ISP advises subscribers and arranges for 
its DKS entries to be modified appropriately as of tbe service start date. 

Prior to the start date, users aie ad^ed by email of additional available 
message cetaa services, fiacih user is assigned a user name and password in order 
5 to access a message center web site. When die user first visits the message center 
web site, the user creates a profile that will be used Aereafier to select and 
configure value-added service (e-g., junk email filtering and virus diedking) and to 
control message delivery. Within ttie profile, ttie user may designated a particular 
email server as the user's main eoaail system. Profiles place users in control of 
10 their mail expaiance. Alternative^, A service provider can create a defeult 

profile of services and the us w can visit flie message center web site to mo(^ ±t 
default coofignration. 

When die intermediate pr&-processing service 301 receives an email, it look 
ups the addressee's user profile. The mtermediate pre-processing service then 
15 petfbnns value-added processing of the message. For example, die intermediate 
pre-processing service may apply user-selected junk email filters and user-selected 
virus checkers fox checking attachments. Junfc^email blocking may be based on 
bolh content and IP routing information. "Clean" email is delivered to the user's 
mail server as normal. Suspect messages, instead of being deleted without 
20 notification to the user, is held in a quarantine area, and the user is notified. The 
user can then, if desired, download messages figged as suspect by accessing the 
message center web site. 

Alternatively or in addition, the iuteraaediate prfr-piocessing seorvioe may 
deliver to tbe message to one or more wireless devices to accordance with the user 
15 profile, e.g., by forwarding the message to one or more servers or gateways 307 
tbe addresses of which have been specified by ttie user m die user's profile. Prior 
tt> forwardiog the message to a server or gateway, the intexmBdiate pre-pit)cessing 
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service 301 may perform any necessary refonaatting to meet the requirements of a 
particular recipient device. 

In general^ a user may configure an arbitrary number of communication 
''channels,'^ each diannel includiog a destination and» optionally^ one or more 
5 message modification procedures including fflters* reformatters, etc, tbat may 
affect message presentation, be required for message transport, etc. 

The intermediate pre-processing service 301 may perform myriad o±er 
types of services. One ej^mple of such serrices involves certam attacihn)^ 
e,g„ rich media items such as MPS, JPEG. MPEG, etc. Such items are notorious 
10 "bandwidfli hogs" and can easily clog i3p the message deEvery system, Raflier 
than simply delete such items, however, the intermediate pre-processing service 
301 anows such items to be inteffigenfly managed. One option is to treat rich 
' media in like manner sts junk email. That is. rich media items, instead of being 
delivered with (he email messages to which they are attached, are delivered to the 
15 message center web site, and the user is notified. The user can th^ view/play or 
ignore the items as desired. 

Another option xs to produce replacement attachments, i.e., '^ttaimbnail" 
versions of the rich media items. An option may be provided for the origmal ftOl 
aflachment(s) to be delivered to the user with a subsequent system-generated Miail 
20 message. For example, a link may be embedded in tiie thumbnail along with 

appropriate text advising the user to click on the link to receive the fuU attachment, 
In one embodhnent, clicking on toe link talces the user to a complete, high 
resolution image residing in the usct's personal message center. 

Note that the ftnctionality of the tatetmediate pre-processmg service may 
25 be in5)lementBd at ISPs rather than at a central NOC without any sacrifice of 
functionali^ or any noticeable efiect on flie end user. In this instance, DNS 
infonnation remains unchanged. In this scenario, however, ISPs must be 
persuaded to invest in additional hardware and/or software. 
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Referring to Figure 4, a generalized block diagiaia is shown of one 
^bodiment of tlie imfir mfi cli at p pieiprocessiiig service 301 ctf Figure 3. One ox 
more fflessagSng servos 401, e.g., email servers, are provided, realizmg a receive 
and Store fUnctlonL 403 and a forward function 405. The forward flinction 
5 incoq)orates varioos value-added services such as mtering, fomaattiiig, routing, 
muldcastiflg, etc. Due to the multicasting feature of the forward block 405, a 
single incaming message may resolt in the forwarding of some greater number of 
outgoing messages. 

The forward block 405 commnnicates with storage 407, which may include 
10 one or more relational databases or J51es»vers. Storage 407 tadudes profile and 
local DNS information 409 for each subscriber, as well as a "quarantine" area 41 1 
for storing filtered messages, e.g., messages determined to be unfit to forward. 
Subscribers are provided access to storage 407 through one or more web servers 
413, allowing subscribers to configure their profiles, view filtered messages, etc. 
15 Referring to Figure 5A, a more detailed block diagram is shown of the 

intermediate pre-processing service 301 in accordance with an exemplary 
embodiment of the invention. Multq>le hosts are defined on both the hibound 
mail server and the outbound mail server. Each host runs a copy of an appropriate 
mail program such as PreeBSD Qmail. Jxi one alternate embodiment, a machine or 
a ctaster of machines operates as a mail-receiving machine and a mail-delivering 
machine. This maciunc will accept a connection from a sending SMTP server and 
begin receiving data. Simnltaneoudy. the machine will begin receiving die 
message data, qoeiyfaig die database for a specific user configuration, processing 
messages based on configuration, opening a connectioii to a receiving SMTP 
server, and delivering it. Standard mail server software is not required for this 
alternate embotfiment. 

Incomir^g mail is routed to an available host by a load balancer 505, or 
load-sharing switch/rouier, of a type common^ available firom Cisco and other 
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nfitwoik equipment manufecturers. The servpr cluster 501 can include a server 
miming a relational database management system such as Oracle, for example. 
The host queries the database to identify the user and user preferences. The host 
then processes the message as specified in the user profile. For spam checldng, 
5 each host runs a c(^y of an appropriate spam fflt^. Vhiis checking can be done 
using a virus scanning aj^lication such as tbat available from Trend* 

Good emails are addressed with one or more addresses m accordance with 
infonnation specified in the user profile and sent to the ou&ound mail server 
(duster to be sent out To d^ver a message addressed to user@isp.com, our 
10 intermediate pr^ocessing lookup service looks up u$er@po8tini-miail.isp.com and 
delivers This allows ttie ISP to r^idate the final delivery location without requiring 
the intermediate preprocessing service to make any changes. The email is sent to 
the ISP mail server 511 and possibly to other servers or gateways in accordance 
witih the user profile. 

15 Bad emails are saved "m quarantine'* on a message center web site» and a 

notification email is sent to the user. Jn the illustrated embodiment, the inbound 
mail server cluster is connected to a file store 52L The file store is in turn 
connected to a web server 523. When a user logs on to the web server, a web 
page is displayed that mcludes a liiok for displaying a summary of quarantined 

20 messages and/or attachments. By clicking on a selected item, the user is able to 
view the item and, depending on the aitachm^t type, may be able to view the 
attachment. If die user so chooses, die user may be allowed to download an item 
suspectsed to contain a virus after the User has been given appropriate warning. 

Figure 5B shows an alternate diagram of a system of the presort invention. 

25 Figure 6 shows an example of a web form screen display that may be filled 

out by the user to configure message delivery for that user and srubsequenfly 
modified to modiff^ the configuration, hi the ^cample shown, a subsequent scieea 
display is shown after one of the mail filter items is selected. 
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In accordnnce with a fiirflier feature of the inventioii, devices may be 
provided with a background software routine that periodically notifies the 
nxessaging system, automatically, of the time of last user input to the device. This 
information may be used to dynamically roitte messages to increase the likelihood 
5 of early receipt by. the user. For exanq^Ie, a user may specify messages to 
normally be delivered to the user's cdlphone between the hours of 8-9AM, 
12-lPM and 6-7PM, and to the user's work boween the hours of 9-12AM and 
1-6PM, in accordance whh (he user's normal routine. On a particular afternoon, 
however, the user may be away from the office and may have used his/or her 
0 cellphone to recdve or make one or more calls, or to access faformarion, etc. If 
the user has selected a ''find me" configuration option, then this usage information 
may be used to mtelligently route messages to the user's ceUphone, for example. 

The vatoe-added electronic messaging system detailed in the foregoing 
description provides an elegant solution to the muJtft>le anail box conundrum, 
5 User-centric in design, the system is end-user configurable and uses an intuitive 
web metaphor. Based on a scalable architecture, the system works witii existing 
email accounts and does not require hardware or software mtegration. 

Figure 7 is a diagram of one embodiment of tiie system of the present 
invention en^hasizmg end user configuration and mail processing, 
\ It wiU be appreciated by those of ordmary sMB in the art that the mvention 

can be embodied in other specific forms without departing from the spirit or 
essential character thereof . The presendy disclosed embodiments are therefore 
considered in all respects to be illustrative and not restrictive. The scope of flie 
invention is indicated by the appended clanns raflier than the foregoing description, 
and all changes which come within the meanmg and range of equivalents thereof 
are intended to be embraced therein. 



PAGE 2l»t2'RCVDAT7/23l20l)8 10:25:04 AM (Eastern DayOghtTime]«SVR:U^ 



JUL 23. 2008 10:27AM EAP&D 61 7 227 4420 
wo (^imni 



NO. 6719 P. 21 

PCT/U$01/3077l 



-13- 

What is claimed is: 

1 - A method of providing dectronic messaging services, comprising: 
storing a user profile; 

receiving an electronic znessage addressed to the user; and 
based on ftie user's profile, pCTforming value-added processing of 
liie electromc message. 

2. The method of Claim 1 , wherein value-added processing comprises 
sending to a user less than all of the electronic message. 



3 . The method of Claim 1, wherein value-added processing comprises 
10 multicasthig at least a portion of the electromc message to destmations specified in 

flie profile. 

4. The method of Qaim 1 , wherein different portions or versions of 
the electronic message are delivered to different destinations. 

5. The method of Claim 1, wherein the user profile is end-user 
15 configurable. 

6. The method of Claun 4, wherein the destinations mclude at least 
one wirdess device. 

7. The method of Claim 6, wherein the destmations include multiple 
wireless devices. 
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8. The method of Claim 1 , wherein the value-added processing 
includes at least one of junk email filtering and virus detection, 

9. The method of Qaim 1, wherein the value-added processing 
mcludes delivering at least some of the electronic messages to one or more 

5 wireless network gateways. 

10. The meOiod of Claim 1, wherein the value<added processmg 
includes: 

id^tifying a media part of an electronic message; and 
substUnting different electronic content for the media part. 

10 11. The method of Claim 1, further comprising; 

causing an intermediate preprocessing service to be inserted into an 
electronic message delivery path sudi that electronic messages addressed to 
a destination email server or gateway are handled by the intermediate pre- 
processing service; 

15 the intermediate pre-processing service performing value-added 

processing of at least some of the electronic messages; and 

delivering at least some of the electronic messages to tiie destination 
email server or gateway, or deUv^ing at least some of the electronic 
messages to a destination other than the original address, based on 

20 configurations as defined by an end user. 



12. The mefliod of Claun 11, wherehi causing the intermediate pre- 
processing service to be inserted comprises modiQring a DNS entry pertaining to 
flie destination email server or gateway. 
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IS. TTie method of Claim 12, further comprising displaying 
self-enroHment information on a web page, wherein an operator or agent of the 
destination email server or gateway causes the lutomediaie pre-processing service 
to be inserted into the electronic message delivezy path. 

14. The method of Qaim H, whetem the value-added processmg 
includes at least one of junk email filiering and virus detection. 

15. The method of Claim 14, further comprismg: 
identifying suspect email messages; and 

storing but not delivermg the suspect email messages, 

16. The method of Claim 15, further comprising a user accessing a 
server to mspect suspect email messages addressed to tihat user, 

17. The method of Claim 11, wherein the vahie-added processing 
includes delivering at least some of die electronic messages to rae or more 
wkeless network gateways. 

18. The method of Oahn 17, further comprising, prior to delivermg an 
electronic message to a wireless network gateway, perfoimmg modification of the 
electronic message. 

19 The method of Oafan 1 1, wherem the value-added processing 
inchides; 

identifying a media part of an electronic message; and 
substtaitiAg differ^t electronic content fi>r the media part. 
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20. The metfiod of Claim 13, wliereiii the different electronic content is 
dezived from ttie media part. 

21 . The method of Claim 20, v^erein die dififterent electronic content is 
desci^tive of the media part. 

5 22. The method of Claim 21, Itefherconipriflfag, in response to a us^ 

action, deliveriog at least a portion of tiie media part. 

23. An dectronic message delivery system, comprising: 
means for storing a user profile; 

means for recdviog an electronic message addressed to the user; 

10 and 

means for, based on the user's proffle, perfoiming value-added 
processing of the electronic message. 

24. The apparatus of Claim 23, wfaerem value-added processing 
comprises sending less than all of the electronic message. 

15 25. The ^aratus of Claim 23, wheidn value-added processing 

comprises multicasting at least a portion of the electronic message to destinationfi 
specified in ^ profile. 

26. The apparatus of Claim 23, wherein different portions or versions 
of the electronic message are delivered to different destinations. 

^- apparatus of Claim 23, wiierem the stored user profile is end- 

user configurable. 
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28. The appaiatos of Qaim 26, wherein the destmadocs inchide at least 
one wireless device. 

29. The method of Claim 28, whereia the destinations indudemult^le 
wireless devices. 

5 30. The j^jparatus of Claim 23, comprising; 

a destination email server or gateway; 
an intermediate pre-processing service; and 
a domain name server that, m response to a lookup on an electronic 
message address belonging to ae destination email server or gateway, 
10 returns an address of the mtermediate pre-processing service; 

wherein ihe intennediate pre-processing service performs 
value-added processing of at least some of die electeonic messages 
addressed to flie destination email server or gateway, and delivers at least 
some of the electronic messages to flie destination email server or gateway. 

The apparatus of Claim 24, wherein the value-added processing 
includes at least one of junk email filtering and virus detection. 

32. The ajjpatatosofClaim 23, fnolher comprising means for delivering 
at least some of the electronic messages to one or more wireless network 
gateways. 

20 33. The apparatus of Claim 30, whereia the value-added processing 

includes at least one of junk email filtering and virus detection. 
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34. The apparatus of CL^m 31, further comprising: 

means for identifyiiig suspected junfc, email messages; and 
means for storing the junk email messages. 

35. Tte apparatus of Claim 23, further comprising means for delivering 
5 at least some of the electronic messages to one or mote wiidess network 

gateways- 

36. The apparatus of Claim 23, further comprisii^g means for 
identifying a madia part of an electtonic message and sobstituting dijfferent 
electronic content for die media part« 

10 37. The apparatus of Claim 23 , further comprising means for, prior to 

defivering an electronic message to a wireless network gateway, perfonmug 
modification of the electronic message. 

38. The ^paratus of Claim 30, fiirfher comprising means for 

' identifying a media part of an electronic message and substituting different 
15 electromc content for die media part. 

39. Hie apparatus of Claim 37, wherein the diffetem electronic content 
is derived from the media part 

40. The apparatus of Claim 39. whereia the ditferent electronic content 
is descr^tive of the media part, 

50 41. The ^pparalns of Claim 40, ftjriher comprising means for, in 

response to a user action, delivering at least a portion of die media part. 
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42, A server for performing value-added processtog of electronic 
messages, comprising: 

means for receiving an electronic message addressed to a user; 
means for retrieving a profile for said user; and 
5 means for, in accordance wifli said profile, performing vahie-added 

processing of the dectronic message. 

43. The apparatus of Claim 42, fbrther comprising: 
means for id^tifylng suspect email messages; and 
means for storing Hxt suspect email messages. 

^ ^ 44. The apparatus of Qaim 42, further comprising means for delivering 

at least some of &e electronic messages to one or more wireless network 
gateways. 

45. The apparatus of Claim 42, further comprising means for, prior to 
delivering an electronic message to a wireless network gateway, performing 

15 modification of the electronic message. 

46. The apparatus of Claim 42. fiirflifiir comprising means to 
identifying a media part of an electronic message and substituting different 
electronic content for the media part, 

47. The apparatus of Claim 46, furfiier comprising means for, in 
20 response to a user action, deUvering at least a portion of themes 
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48. A mefliod of distributing electronic messages, comprising: 
receiving electronic messages at a SMrer; 

based on an address of flie muessage, retrieving a stored user profile; 

and 

based on liie stored oser profile, forwaiding at least a portion of the 
electronic message to one or more selected destinations from among 
multiple destinatioi]s. 

49. The method of CSaim 48, wherein the selected destination is a 
wireless device. 

50. The method of Claim 48, further comprising the user creating or 
updating the profile using web browser software. 

51 . The method of Claun 50, wherein the web browser software runs 
on a wireless device. 



52. The method of Claim 48, wherein the server is an Intermediate pre- 
15 processing service, and the mult5)le destinations inchide a destination email server 

or gateway. 

53. The mefliod of Claim 52, wherein the intermediate pre-processmg 
service is mserted imo an electronic message delivery path of the destination email 
sacver or gateway by modifj^ a DNS emry pertaining to the destination email 

20 server or gateway. 



10 
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54. The method of Claim 53, wherein the inteimediate pre-processing 
service performs val^e-added processing of at least some of the electroaic 
messages addressed to the destination email server or gateway, and delivers at 
least some of the electronic messages to the desttoation exnail server or gateway, 

5 55. An electronic message delivery system, conq)rising: 

a server; 

a database accessible to the server having stored th^in for each of 
multiple users a profile specifying mnlt^le destinations fer electronic 
messages addressed to that user and under what circumstances an electronic 
10 message is to be forwarded to a particular destniation; and 

software allowing a nser to create or change the user's profile using 
web browser software. 



56- The apparatus of Claim 55, wherein the web browser software runs 
on a wireless device. 

57. The apparatus of Claim 55, wherem the destinations include a 
wireless device. 



58- The apparatus of Claim 53, wherem said server is an interrr^iatg 
server, further comprising: 

a destination email server or gateway; and 

a domain name seiver that, in response to a lookup on an electronic 
message address belonging to the destination email server or gateway, 
returns an address of the iotermediate server; 

wherem the intermediate pre-processing service performs 
value-added processmg of at least some of die electronic messages 
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addiessed to the destination exnail sktvot or gateway, and delivas at least 
some of the dectronic messages to the destination email server or gateway. 

59. The apparatus of Claim 58, wherein the value-added processing 
includes at least owe of junk email filtering and virus detection. 

60. A computer-readahle medinm containing instructions for causing a 
compoter system to perfonn stqps comprising; 

receiving an electronic message addressed to a user; 
retrieving a stored user profile; and 

based on the user's profile, performing value-added processing of 
the electronic message, including distributing ihe electronic message 
duough one or more user-specified channels. 

61. The apparatus of Oaim 58, wherein the stored user profile is end- 
user configurable. 

62. The apparatus of Clann 60, wherem each channel comprises a 
user-configurable destination. 

63. The apparatus of Qaim 62. wherein at least some channels 
comprise a user-configurable message modification operation. 



PAGE 3(1142 ' R(»D AT 7/23I2II08 10:25:04 AM [Eastern Daylight Time] ' ^ 



JUL 23. 2008 10:28AM EAP&O 617 227 4420 NO. 6719 P. 

wo 02/28127 



m 



PCTAJSOl/30771 




PAGE 31M2 ' RCVD AT 7I23Q0I)8 10:25:04 AM [Eastern Daylight Time] * SVItUSPTUFXIV^ 




PAGE 32/42'RCVDAT7Q3l20(l810:25:04 AM [Eastern Daylight Timer SVIlUSPrOfFX^^^ 



JUL 23. 2008 1 0:29AM EAP&D 61 7 227 4420 NO. 6719 P. 33" 

wo 02/28127 



3/8 



PCT/USOl/30771 




PAGE 33/42'RCVDAT7/23/2008 10:25:04 AM [Eastern Dayip 



JUL. 23.2008 10:29AM EAP&O 6)? 227 4420 

wo 02/28127 



4/8 



NO. 67)9 "P. 



PCT/irSOl/30771 




PAGE 34H2 ' RCVD AT 7/23/20118 10:25:04 AM [Eastern Daylight Time] ' SVKUSPTOfFXRF-O/M * DNIS:2738300 * CSiD: * DUIUTION (nun-ss):05'58 



JUL 23. 2008 10:29AIVI 

wo 02/28127 



EAP&D 617 227 4420 



5/8 



NO. 6719 P. 35 

PCT/DSOl/30771 





:6 



I t -t 



•5 
E 



•E 



<9 (tf 



E E ;E 



.•lb 

Q. 
■ 

r.-B. 
'5. 





VA 



PAGE 3»42'RCVDAT7I23/200810:25:04 AM [Eastern Daylip 




PAGE 36/42'RCVD AT mm 10:25:04 AM [Eastern Daylight Time]' SVR:USPTO{F)(RF-6I40' DNiS:2738300'CSID:« DURATION (min-ss):0548 



JUL 23. 2008 10:29AM EAP&O 617 227 4420 NO. 6719 P. 

PCT/USOl/30771 

7/8 



'Mm 





PAGE 37M2'RCVDAT7/23I2008 10:M AM [Eastern Daylight Time]«SVR:USPT0{FM4^ 



JUL 23. 2008 10:29AM EAP&D 617 227 4420 NO. 6719 P. 

wo 02/28127 



9/8 



PCT/USOl/30771 




PAGE 38/42' RCVD AT 7/23/2008 10:25:04 AM [Eastern Daylight Time]' SVR:USPTO{FXRF-6/40' DN1S:2738300 ' CSID: ' DURATION (mm-ss):0548 



JUL. 23. 2008 10:29AM EAP&D 617 227 4420 



"NO. 67(bfe-N?luiS^S^ 



INTERNATIONAL SEARCH REPORT 



A. OASSIFtCATION OF SOBJECTMAlTKtt " 

IPCCT) : HD4Q 7/20; M04MimO. 3/42: GOfiP 15/16. 

A ^ , ' «5/3.01, 412-414. 461, 503; 370/270, 912^3; 7C»/201-203, 20&-20P. 229. 319 
AccQTAng to iBtonationamteBt ClajaSficat^ i m (TPO or to bot h AAripinT rTA«ification Aiiri TpC*. 

B. FIELDS SEARCHED ^ " ^ 





II II 

JUL 


2 


" Interoaitenal t^pticat 


ion No. 




PCr/OSOl/30771 







^ (clasnficatitm sysRanfolbwcd by classigcation symbols) 
U.S. : 455/3.01. 4J2-414, 46l, 4«6. 503; 370/270. 912-913; 709/201-203, a}M09. m 319. 



Documiai!^ seaidicd oilier maa nmmmiiii docmnfintatioii to the txioA fliat such documents an iochided ia the fi^Xdfi 



Searched 



^SS'^f Owmc of data base and. ^cre pc«ticablc. search teoos used) 
aoctamicttwsagp grttott, scrvcy, vims. fpnlcfludL filaring. gewaAi^ imauwiy 



C._ POCfCMEETO CCSSiSmEHED TO BE K63LEVA NT 
Cetegoiy 



"X" 
Y 



Y 
Y 
Y 



Oiation o f doctgncnt, w^thiadicallotu wfaiare appropriate; of the relgyrant passa ges 
US 6,014,429 A (LAPORTA tt aL) II Jaauaiy 2000, figs.1-5. commits 7-11, 19 



I^evqnt to claim NTo. 



1-7, 9. 11-13, 17-18, 
23-30. 32, 35, 37, 42, 
44^45. 4S^9 



US 6.075.863 A (KRISHNAN ct aL) 13 Jnne 2000, cotama 5 Hsm 16-25, ahsteurt 

US 5,742,668 A (PKE^Eetal.) 21 April 1998. «jlurmi5!mefl50L67,colmini6]aBcsl.2 
U-23. cflluma 26 Jtots 45-67. ' 

US 5,Jb 5,777 A (FQLADARB ct al) 18 May 1999. colnmiis 1M2. 



Q FMrfiBr documents aift listed ja fa Q See patent fimnly 

* fhVi-nl mft-rnrlrt iiT li ■■ * 



8, 10. 14-16. 19-22. 
31. 33-34. 36, 38-41. 
4&47, 60-63 

8. 14-16, 31. 3W4. 
43 

10. 19-22, 36. 3&.4U 
4i6.47 
60-63 



fipeeUcnksotleiefdlGd' 
ra paiisuur tdBViope 



esUUIih (he ]]wbBmlBa due of aikill^ 



fittlffdife 



elalffl^l) or wUchlf died to 



*0* daennnurelbilisiognBiddvttlfliuc^QK, cgMblltaBvofl 
AwmcKpiffilWrdprlflttoiheta^ 

prifitliy due d^metf ^ h™™ 



ftaw*ndfl«fel or e«toc cemida^ 
when ibe docQO^Bt k EbIsca alone 

eonndend to mut^ an Uvfen&vti sup vlxn ihc ^fa e«B P* H ii 
jMiiikcd wJiJi Qtac AT jne» oQKf aueh dbcwieBQ^ juft coaUsBdofi 
telQgolll^losto^lpeeBCjiflkSIIedhdBart 



doeOnirat iff^Nr of d& 



sanepoiGat^sd^ 




Form PCT/[$A/210 (second sbeet) (Jo^ 19Pg) 



PAGE 39/42 ' RCVD AT 7/23/2008 10:2i:04 AM [Eastern Daylight Time] * SVR:USPTO{FXRF-8/40 * DNIS:2738300 ' CSID: ' DURATION (fm%\m 



